0 



(19) 




APANESE PATENT OFFICE 



PATENT ABSTRACTS OF JAPAN 

(11) Publication number 2003309558 A 
(43) Date of publication of application: 31 .10.03 



(51) Int CI 



H04L 9/32 
G06F 15/00 
G09C 1/00 
H04L 9/08 
H04L 12/28 
H04Q 7/38 



(21) Application number 2003026278 

(22) Date of filing: 03.02.03 

(30) Priority: 06.02.02 US 2002 066699 



(71) Applicant 

(72) Inventor 



XEROX CORP 

BALFANZ DIRK 
LOPES CR13TINA V 
SMETTERS DIANA K 
STEWART PAUL JOSEPH 
WONG HAO-CHI 



(54) METHOD FOR AU THEN TIC ATI NO 

COMMUNICATION ON NETWORK MEDIUM 

(57) Abstract 

PROBLEM TO BE SOLVED: To guarantee the 
communication among a plurality of devices. 



SOLUTION: This method for guaranteeing the 
communication between at least two devices on a 
network medium includes a step of transmitting previous 
authentication information from a first radio device 310 
to a second radio device 320 on a position -BmHed 
channel, and a step of using the previous authentication 
information g uaran teed by a second radio device 320 so 
as to authenticate the communication from the 
radio device 310. 

COPYRIGHT: (C)2004,JPO 



((tK#(H)iMii)'W^)')'H-)f a2< 



-1- 



(19) B*H#f)ftf (JP) (12) & H fgf §^ ^ (A) <ll)*fFiiiHa»#*J 

#^2003-309558 
(P2003 -309558A) 
(43)&BBB ¥figl5^10^31B(2003.10.31) 



(51)IntCL T 




F I 




H0 4L 9/32 




G 0 6 F 15/00 330C 5B085 


G0 6F 15/00 


3 3 0 


GO 9C 


1/00 640E 5J104 


G0 9C 1/00 


640 


H0 4L 12/28 300Z 5K033 


H04L 9/08 






9/00 675B 5K067 


12/28 


3 0 0 


HO 4B 


7/26 1 0 9 R 




S2gft$ »*S©»8 OL 12 H) «»H»C«< 




ftH2003-26278(P20O3-26278) 


(71)IH«A 


590000798 










(22)taSB 


¥^15^2^ 3 0(2003.2.3) 












7*— h\ D>^« U -/j? . a— H 800 


(31)«5fc**®«Mf 


1 0/0 6 6, 6 9 9 


(72)SBW# 




(32)«5feB 


¥J£14*F 2H6B (2002. 2. 6) 






(33)ff£tt£fiH 


#B (US) 












600 77t— h*>J» 5^— 103 






(74)ft3BA 


100075258 








#a± WE W- Ml*) 











(54) KSMO^ift:] *ybV-9mt*.±-tmm*:mE-rzi::ib<Dlj& 



(57) 

«H£* + **±-C*l ©fcfcrA-f *3 10)i>t.I2 
©«&t-VW * 3 2 0 £*ttBS1*8&3£{i? 5 X x v 

^i:, mi 0mmr^-<^3 1 o^e>©;i«£SSE-t& 
suit «5:ffiffl-r * * x y^t^tsysmo 



■Mitt 



340 



i)t)()i)t)')-)cT : 



324 



320 





330 

~,y-,.. 











312 322 



(2) 



<ftffl2 003-309558 



* *tr r k ft ttflk k -T * TJffio 

[f»#*2] CC«©^r»T?*oT, ttttR 10 

+ * /u±-ctraE**rBffi«f«&3SfliT « * y » r 

kfc, » 1 ©*>-:? l/y h^©3 JyMVl-i) 
cfctfE** 5 *-^ y-b-v?^©a 5 -y h * V h ft#ir 3 

^x -y 7k, 

4>&< kt. §12 <D~> — ? Uy h^©n 5 y h * y Y *5 
J:U r Jitffa^2©rA'f if 12^1 ©x/W *^©jg 
i^&^y y-tr->^©n $ . y h .X > h ft-g-tm $ y h 

*v h*a»-r*r tcio, «re*i©f f A-f 20 
fris^i ©T-v^c-f ^(rct-=xffirf2^2©x>'W *©n s 

fl&SE&ZWx/W *Cfco-C«r§2?&l ©rA-f X©3 5 
ft^tr C k £4$® k "T * 7j»£o 

[»#Jg3] *«y h ^-^BEttJiCfcltST'A-f *© 

:/HT©a#ft«i*r -a t, 

?fo—-70)'}>ts.< kt) 1 oC9fA*-f^5r^-/7*- 

* k *A,--fv>fafi>*A4 * k©W©ffffSIE1S*«:Sf 
^TS^xy -y*k, 

D(rE!e*snfc*«rBiEiii«'c*- a T, *^7-^i 
BSEitsgft^-r s ^ f-^t, 

ft^tr 3 k ft 15® k f * 

friE^^-yv*-i; + *>e > «rls^-7 , '4 j ©ftfe© « 

*xy -?*k, 

- ^ + k «Tl2fT U V > W x k © IH]-?«tirBEEflM8 ft£ 
M5^f y^t, so 



ftlTlf ft BttT 5 © cfjfa - -/v * - 5; + k 
fJlBl'rLv^x/wxk^3J:^T«^^nfcVfrBII1tffi 

ft^tfCkft«F®k-T5*ffio 

firf5:y';w-y©te©gioTi'>.&7 :f A-i' xcssTLTfris^ 
v * - 'J + ©*MBIE1t®ft*Jatr-r X 7- ■> ? 

k, 

WI5 20V- * - s> + tr «t o t UI2 y + ©SI o 

t v > * ta* -f * tcfr t v ^mmmmm ft #s-r s * y 

^k, 

fris^^- ^ v * - s? + k frie ^©^ o t v> -5 

f-V W ^ k C =k o T »IB $ n/i»:frBIEff « "Cfe o T , 
tdte^^- 7" v * - s? i: fjfa 7"+©^ o X V^ S 

tav ^ k©iwc©aflrftBiE-r s*«f«iE«« ft^ffl 

ft-^tf^kft^k-rSTj&o 

4{>ir*-y h ^-^^ft^ffl-T-S^^-y -/ft-^tf 3 kft 
#^k-TSy3feo 
C»^8] *y h7-^«tf:±C^t4TAW^© 
ftBSEf i> yjfeXfe o T, 
Sfe^fitBPS^^ + * A'±.-Q&Trt4 * k ^-^^©flfe 

©fA-f x k ©ia-e*«rBK»«ft!2Kir * * 
k, 

^-y h 7-7»ft±-el«SJlfcfA^ ^k©S#ftB 

ftCljRitlfcfA^ ^©*fTBSEm®ft^ffl-rSXx 
•y^k, 

ft-^tr r k ft^F® k 1- S 73 fee 
[000 1] 

[HW©l|-raSW»lf] *-y h7-^«SE#; 

5:ffifflLtMSnS'>4< kt, 2o©rA-f xP B 1©ii 

« ft sffi-r * fc © © > 7. =f a *s j: vism \z m t z> . 

[0 0 0 2] 

[se^os^] *y hy-^ifn-toi-fa*;/ h 
7 - JKflc±-cS:»«: k*©1S«ftSffl-c ^ 5 «k d c <t o 

fc„ * y H7-i?«lft:tt*ilS* y h 7 - ;7 *>J:tf&|g* 
■y h ^-^ft-^-tro *<y h ^-^^i-C^^nsIf 
Stiftfe^trkcTT^-b^^rigXfeSo L«>L4c^e>. 

[0003] 

4 XHOM ft«K-T S r k ft § W k r 5. 
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[0004] 

<D\Z7V-\£77 K*y * (peer-to-peer 
ad-hoc) *fgS&«!9!K:gSE-f £. Bf 

£&^n h h7h7'^ (bootstr 

ap) Sr^A-etctv^ a r «j ■> **~a«vflirBSE*-* 

/Wx**frBttr4fc«>, tfcBPRje**** (1 oc 
ation limited channel) fcLT 

®.m~*smm&o>9 -r r ****** < , 

«fglE-r5C:i:f3«J;0, **f»/WxtBIt4: fc* 5 
[0 0 0 5] 

[aHCDSHKOftHB] Ell{*«g>';*xA3 0 0© 1 o 

1 0:fc<J:tf3 2 0**^ 5**1X1 ">•£„ LA*L&* S £>, >x 
xA3 0 OttSoJSLhcDfeBf^W xfc^-ir;: 
•5„ Si ©fcUg^/W X3 1 OfiftBPS^^ + ^^Sft 
«6/&<Ug|3 1 2t3£Zf3i1&m , ) y^Sff/M«3 
14**tr. PlfkC. S2©«g7 : VWx3 2 0tt&B 
BB5£^ + * ^ftflr«/a«« 3 2 2 *5 J: tf £#$18 U V * 
gte«/i!Ht«3 2 4 f^#*J!6^gg-e«, S& 1 

*5j:tfm2©tegi7-v\w ^{±^n^n h h 3 

cp/ip) y^-y h^»te©»ie>nTv>5*»*fctt^-c 

tifcii;! 2®iiir^ * a if *>e> 

[0 0 0 6] m 1 ©^MSr 5, x 3 1 0**S&2©iSi!i8x 
A-fx3 2 0i:©am«:BH*&Lfc«-&, il<Di»fA 

-r *3 1 oiiftae*i!trBiEWtt*ffiKR£?- + *A'3 

3 0£;frLTffiBK^ + *^£««t/&<I«3 1 2$: 
aL-CS^W&BfVW X3 2 i2ffl»f ; 

/<* x 3 2 o \i.^mmm.mm*m 1 a>m»T/u * 3 1 
0 *» fcttBRje* * * »&m®/mm® 3 2 2 %a l t 

[0 0 0 7] fflSBSE*^gfrt§^ SI 1 ©fciglf^W 

^3 1 ommTsu 7.3 2 oiz&m&mmm* 

© &SH x / W X fi fcB#C J: 5 #Bl ^6 fcS 2 n V \, 



Lfc^ot, 2^©feiglxA-<x|ig-e©$?Btif?8©£g| 
frif, ffi£BliE#;&gfr<§£\ Sg2©»®fVW X3 2 

0 ^jQ©*liiJBIEtit$8 : §:&fiPg5g* + * A- 3 3 0 

[0 0 0 8] Il©i8fA0 3 1 0 li-tnw&BPB 
£* + *Ag<I8{/i£«fa3 1 2=SraLT*ifBIE1S^ 

%sft5„ vmsst* 1 vrnmrrfj * 3 1 0 

ki2©il7'^X3 2 0©P B TC35!^5nSi:, Si 

10 ©^«x/w 73 1 oi*£»&g'j >?&mm/mmisk3 

1 4£{£/BLT£i|j&y >*3 4 0£y>LTm2©«£ 
fA'-f^3 2 0i:lit5. fS2©&!&§l'rA-f *3 2 0 

tt*n©£«g gy? ffi/sts 3 2 4 l t 
±mm.') 3 4 o^usi wmmr'^'f *3 i o 
4: »»•*-*„• *iwrBiEiii«*«2o©*6«9 f A>r^3 1 o 
*3£V3 2 oraT^fyjftcX&Sft-tv^©-?, His 
«fct/tg2©#l;l£8TVW X3 1 0^*1/3 2 0 ©=&*«, 

^•n j enftfey3©^7 :f /^'i'x3 2osfc«3 1 oa*e>§ 

20 ©«»7VW 7 3 2 0$fc»3 1 0©a©=SrBiI-rSo 
[0 0 0 9] 02lifc»rAV 7 4 0 0© 1 i<Dm^$) 

&9fr7i/X9*Y (PDA) . mmmftZij-o? V? 

Blackberry (R) f^M X, JteS&tg;*;* 
7*')V^, * y^cfffc-r-Sr i:a*T*£-5, ilUx' 

0 ^0^^4 10, y * y 4 2 0 , A 

ffi£ (I/O) O?-7i-7430, fcfifKje*-* 
4 4 2«J:tf±iM , J >- 

30 mm&4 4 4 

[0010] yt')42 Oti^lx-x omfi. 
4 22, l»7/ l J^->3V424 < BSET^'J-!r- 
•>a V4 2 6*3J:O t BliESS4 2 8©#"7*n ^7 A=Sr|Stt 
"TSo t'!U-f^y^i'7fA4 2 2li^n-byt4 
1 0CJ:-pT^Sn5i:«fA''f74 0 0©Affi# 

A4 2 2lii877*n->3y4 2 4, BfjET^Uy 
3 V 4 2 6*3*^11^4 2 8 ***BriB!fetMBT? 
40 BItS**«:ft«tS. 

[0 0 1 1] it)^T^ ,, J'>--->3>'4 2 4{±iS)^7 :f >'^>(' 
X4 0 O^AtB^W y^-7i-X430©±fc8'J > 

y^-7i-^4 3 4c^eg3nfc£ii®'j 

•«/»««4 4 4«:aLT*Sl»*y h^-^tlfC 

424 « Bluetooth (R) , ANSI/IEE 
E802. 1 

[0 0 12] mt&*-y h y-^+TSffljnSMSi 
St/iUftSl^^iS'J >9 4 ^9-7 x-74 3 4*S<t 
so rj£«'J V^SfK/Sf i4 4 4i: LtffiffltSi 
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[0013] &SPSS^ + * 4 4 2 

>J V * S««/3S«SI 4 4 4 £ \t»l IZ T S Z £ * 5 

n/^f -r fitfJSEW (demonstrative) -fu 

4 4 2»**n©»«c:m*ftfta»Mi8«:*T*. wx 

-^©^-^©ffifiisgjg^ + Lt^ffiSns 

C itttfxA-r * tfttK^f + ^fcii LT T * -te y 
-y<y h f/W T^fcttf-VW ye)?*-?* r«f+ct 

[0 0 14] f2»/oAf -< (i<SSgtt (a u t h e n 
t i c i t y) -CafeSo rffl^nAr-f Cintf, 2StB§ 

VSifBfEWfS C .J: 0 L T V > 5 x A -f X #£*Mft 
V y?±T5iN&J85fccBSETSwfc#Tt*„ Hfl&t so 

y^-Y h *-£r*n£>&VN©TtfcBR;£f- +• *;w_h-e 

7°o h 3;KZ>-S|5i; LT-£ne>©*U&-r 5^7 -Y h 
visits: fctrfc*. Lfcim, »»#»iv^rn 
[0 0 15] ffiBRfc* + 

n^x -f «, Jkm#4Ht <£<bl o©£-fcr#to# (AH 40 

[0 0 16] #8*&ffif £t§£% teBR£*-*-*^± 
L T v * -5 tV* >r y. tmfe S n £ &£» fc v % c i: # 
ttfrOK, fljxtf, ZZtitmz A 

© fr&1" £ 16 ;fcHrf&#-r So Lfc*m, 2 



6 

h f/u y ±©ft immr s r t c «t -= r , $ »j ^ •> 

7 h -y r n y tf ^ - 1> L T in 3 AMtfaflT 

w«**»a«c#aj L T v > s d t * 7 -y y h v y°tfm? 
a^ii^t- -tmrnte^iz. * ^ t ■t'lLs r t -5 0 

[0 0 17] *«tfBIEfil««S«LfcBIEil4 2 8 SrB 
IE-rS)t«f)J-^ffl$nS„ BIE^4 2 8ti*-. ->-;? 

0 0i:J:oTiSf*Sn5o 

[0 0 18] ®^ feBPE^f' + ^^iT^SnsW 

fflxtfSe c u r e Hash Algorithm — 

1 (SHA- 1) ts:ifo)m^m±^±ts:^ y ->iMjS!c=Sr 
fits: fc-e&So r©^*=&ffifflt-i)i:, 

+ -©^'-1' v x x h Sr3^^-r* di:(rd;oX*-©=i 5 

[0 0 19] i«f/NMX4 0 08i*«'J y^s^st 
/3S««4 4 4 UT9J©*SHSxA-f Xtlft 

-So Mgr^W ^4 0 0tt, rPISSnTVN^ S e c u r 
e Socket Layer /T ranspor t 
Layer Security (SS L/TLS) , S 
ecure Key Exchange Mechan 
i sm (SKEME) , Internet Key E 
xchange (IKE) ft if ©If* tamiL^ntz^y 
ij . y ?%.-^i-x*-3E8ky°ci h n jv^tsMMT 7 ') 

$ v h snfe^yj y ?*-izttfc-?z>y°?'( h# 

/NM ^ 4 0 0 «3Ete«9 'J V i7 Jl-C^ft/N^ ') y 9 *r — 

h zuvmftizy uy ■( ?x 
SfcttSocket Layer/Tran 
sport Layer Security (SSL/ 
TLS) ©t§3-©«£^C, *-^7*n hn;v©giSlgi5 

^i: Lx^mms. *-«-?:ne>^&BK^^ + * 

;UJiTn 5 -y K Ztltzh<DT*&-?tz£\^oT$-$L\Z£-?X 
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sil'&ttfr'f S. 

[0020] 031^^ bv-fm^-eMmzmm.? 

yS10 0^P)J&«)T, ^l/-i/3>tt7f^Sl 
iokB*, ^ : -ei 1 ©ilr ^ 7 fif 2 ©ijgr 

Ki^^ S y b * y h £3!&o :n«6tiSf + ^ 

T, 1 2 ©ilfVW ^ 1 ©ii f ^ ^ o T 
[002 1] Xfy^S130-C, ?g 1 <D«£r-V^ X 

t±£fttt y y * £<£ffl it»2 a>Mi?*/w x c;^y 20 
St^w *tt*n<a*:/y 7^*-pk2*»i co*«8 

5 0"C. »1 ^*«gr f >'NM^^m2^*^T f >'<^^^6 

afliLfc^ry ***-pk2Stbseu /^y * 

-PK2 £«TfgIE»a®PgT^f§- Lfc^^h^h 

PK2£>BSEte, /*-/y y ^*-K:J*J6-r&^^-f 
h^-©m#*^fE^T^H2^^Sn^tCD3i^CD^ 

-PKi£ni; * h^y Mr*fLT&§EU *n£{g/8 
LT^nc!)'>-^ I"? b SzSrHS^bL. ^SEPK 
1 (S 2 ) *m l ©iHf/W^cRt. BBi->-^ u 

SEPKi (S2) Srtt^-r^ftlCD**^^ X©IB* 

[0022] ^f^sieo-c, mizm2<Dmmrs< 40 

-f ^3^e>gfiLfc/<^y ^^-PK2©3^;h^> 

h tfi&m LtzA7 y y * p k 2 c— *r % &z~> & 
^fvys 1 7 otriitr 0 ^nuk^<Dm^ **<u-s/ 

3 y|^f«y/S18 0^o S170£*5^T»1 
18 0T. i 1 0«f 7^S2^fcSr;W X(D so 



8 

/N°y y y 9 P K 2 £BIET 4V>»^. 

[0 0 2 31 «^«t«*»«c*JS»*Ttt. f 

fe*l»8ftfcV>. :m *10*»7/W^liff 
10^-1? Uyb Si-^n S yM>h £j£oT^£ 

v b*> bitmap* v^xXhh (Si) <DJMgTJ£ 

x/Wxte, ±*«y >*T©»«K«;Stafc»K: 1 P 
T K UX&cfctFtf — h#^K Bluetooth f^W 
X7Fl/^, ^-if7 uy Ky**fc(iffe©a«3&:»a 

[0024] H4-H6«, »Ba«K«***«sn 

AcG uy Fawkes/o h n )V^VSrt £^i£<Z) 1 

«rtg-e* s o tam&rju x © w-* y v - * mm 

[0025] SI4-gl6 ^l/->3> 
«7f^S200t^0, ^f7"/S20 5i:ii 

£&BR:£^**A'±r^n<9N#g<z>y y-t— 

^ (BSE*) <D^^i^h**trN#B(Z>a«*r2S 
£ Q *tv7S 2 15t, »2©&«fVW*«\ mi 
(D&IBtVW Xt;ifegR^**;U±T^n<DN#g^ 

[0026] ^f7/S220^ »10i«f/WX 
{i^2(Z)*j^T r /NV^^m2or>^T ? yW X0N#gO 
Ifi©^^iX h*5£t/mi CD^SxA^ ^©N#i 
crj>i/-^ Uy h^JS^o *x*:/225-c. i2©il 

Nf B crja^O^>r v x ^ h *5«tr/*2 CD^ISxA-f ^ 
©NSi<0'>-^Uy h%S§o 7f^S230t, 
IS 1 *5 J: t/m 2 © x y < 4 7. (D —15 * tz « M^f ^ J: o 

tej^x/W X*SfcW:*2 cofelSxyNM ^3ft«a««:»7 
-TS^^Lfe®^ t^l/-'> 3 yi^f^S32 
OCiitfo ^^ftfec^©^. a^«M62L, ^l/->3 
XUf^S 2 3 5t33ttr 0 
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[0 0 2 7] ^fy/S23 5-e, % 1 COMBr * 

WSNSiC^yt-^i:, (N+l) SB©** 
•b-i?0^-f h«rS*r (N+l) SB0®«££ 
^tr^nco (N+l) *S0j< y-1r-s?«:BIETSfetf> 
[:0$n^:i:H4§^n© (N+l) #B<&s/-* 
h<B*Vs>x* h fcfcaS£ 0 Xfy^S240t, 

ft^NSBGM y-te — S>fc, (N+l) fl0^7t- 10 
y©jr-fs;x7 h£^tr (N+l) tlfl5lfi:i:ti: 

^n© (N+i) #a<3Dy y-fe-^srBfiE-rsfctonflg 

ffl^n§:i:(:?i^^n0 (N+l) SB<£^>-^Uy 
h(D^-f ^x* h££r$£<5 0 fg2c£«§x/W *<Z)NS 

1 o-emmstiitmi <ommr^-( x<dn&s<d* 

^f^S245"C, Il^J:{;i20ttfA^a) 20 

a X^f^S 3 2 Ofciitro ^(OftfeCDW^ 3<Ili 
HfciBEU ^-^U-i/ 3 VliXfy^S 2 5 0t3jifr o 
[0 0 2 8] ^f^S2 5 0^ *1 CD&HrVW * 
«»2©*j»f f A^X^^2<D«l«|T f A-<XCD (N + 

1) t @ ©at 0 / ^ ^ x x h ^ j: 1 ®*ir / w 

XCQ (N+l) tiOS/-^Uy h^i^^o ^fy/S 

2 5 K2 0feJBf/W *&&1 OftttTVW 30 

mi cD&ttx/W (N+l) Sg©afflrcD^>f >?x 

x b*5£xfm2<Dmm7 t s*<< (n+d si^s/- 

[0 02 9] ^f^S 2 6 0t, *10*»f/W^ 
fct. ^ca&JRT^W (N+l) SB 

(N+2) SBOM yfe-^O^W 5? 
x*h£#fr (N+2) tBClifcfcttin© (N 
+ 2) SBOM y-tr— ^SrSSEf Sfca6*rfiEfflsn* 
fct&S^n© (N+2) 1/y b<Dr4i? 

x.Xb£*mZ>o fgKDtel&T/HxtD (N+l) SB 40 

2 0lif/W *fctD-C5g*a*fcV\, ^f^S265 

"*j&*£>5 (N+l) SB©-* (N+2) S 

loyyt-yflD/'f^x^h^tf (N+2) SBtf) 
fcC*n<3!> (N + 2) SBtfM y-lr-^%BSE 
-fZtztblZ&mZtlZZ LlZtj;Z>*n<D (N+2) SB 
Ois-? KDVJ v^x* h ££^£ 0 »2^te|gf ? 

fAW^0NS@0^ yt-^^oyctt^f^'/S so 
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yfe-s;«raS-5p 7f^S270-C, ^1^5cfct/®2 

*§£\ *^U-S/a 3 2 OKiifro ^CD 

2 7 5Cjatr P 

[0030] ^f^S275-C, *l©*ir/W7 
(i!2(Di8TAV 7i:l2®iIr/W (N + 

2) #B<Da«©* r -f S>x* 

(N+2) SBC0->-^ WyF £i££o 
^S280T, l2 0ft8fA^liI10MfA 
-fXtSlCDj|»f;W7© (N+2) SB^ilftO^ 
^>?x^ h*5j:i/m2CD^T ? >'NM^0 (N+2) SB 
<D-y-? Uy h£j££ 0 Xf7^S285-C> II <Z>& 
• r/W^li, ^©fcfcfVW**:. ittfctffcV* (N 
+ 2) SB®^y-b-^k. (N+3) fS0^7t- 
*J*7s b*&tx (N+3) #B©a<Ifci:fcK: 

*n<D (n + 3) mso)* y+z-is&mffi.?z>tztb\zm 

m2tlZ>Z£.\Ztj:2>*:tl<D (N+3) SBflDf-^U* 
K5^f>'iX h££i££o (N+2) SBOD^y-b- 
Si ©fc8r/W^^Wfe^)S20»fA 
^^od (N+l) SBcr>^ y-te-^SrSflTLTV^l^i: 
a>«gxA>f 7tf^ry >^S 2 6 0"C3 > 7 F 

-f^li, 8l0i»7 f /W^fyyS2 6 5t»2 
©ftllRxM-f ^^€>©Sft^S>S (N+l) 11^7 
*-$>£#LTl^fc(&T«flej&*£><5 (N+3) SBO^ 

[0031] ^f7yS290t, »2©*«f/W X 
tt, m ©ttlRrVW jg*#ftV^ (N+2) SB 
y-te — S>fc„ (N+3) S B <ZM v *> — z?<DV4 V 
xXhm (N+3) grgCDMmtt: fcH*ft<0 (N 

+ 3) #B©^y-fe-s;srBtE"r«fc»K:«flasn«r 

££&a«*n<0 (N+3) f hCD/>f^ 
x^hi:^§ 0 S2©ilr/W (N+2) SB 

ommr *v>—-fi% iz\%wn\z & -> Ta«*»7f 

^fclj:|f2^iIr/W^Mf^7t^i:ft^Lfc 
^> t^i/-i/3yii7f7^S3 2 0(:^o ^<7) 

3 0 OKittfo 

[0032] 7T7^S300^ SIO^^nW^ 
tiS 2 0^19^^^ ^Ci2©i®fyW ^cd (N + 

3) SIOMO^^x^ F^J:(;il(Dfc8f/W 
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*© (N + 3) SlCDf-i'by h*iS5„ Xry/S 

3 0 5T, l20iif;U7liIlffli®fA'('XC 
mi CD&il&x/WX© (N+3) #i©2Ht©?W 

* i-iszumzommTJU *© (n+3) #i©->- 

2 3 5£J5?£ 0 SStH, Xf^S32 0t?, 75&©* 
[0 0 3 31 ffi2^SE* ? ^-C &£T7° 'J 3 y*? 

fes; fc*ai»$nfcv^ flints, -9--fc**&^#-t-5 10 

(i. *ft#»«LTl>*7VW *S:BIiE-f -Si&Sttfc 
t-tZZiitf-ZZZo tfl)J:-54f/W7li, 09 AWT, 

cwje-r«©c+»**frBtttff««:as*iS^ (i r) 

W*tf-3V*fcttfcttffl»MM*5£ (RFI d) 9tftt. 

C^fflJ:^it-3>Srffiffltl,->xf Al:-b*a "J t 1 20 

4 33 J: BSE© fciaarr * fc «> c flgfl! r * c i: a* 

C0034] m2izmL-cm.wLti8Lmmfe?- + *)vo) 

[0035] ^immmtmmtiLmm^^^^^m-r 
*dk)6«-csf*«M*c-e*a. TOMttttHfMWBW 30 

U ilSTf-sr £&©BS#:t«, "TKMifc 

tt, H0R*C7 <f - KA» ?*&Q$?Z>tzlsbt2'< ©V 

y T4 >tr\tm Lv^l8#^■* ^ ^-;^^rA^)i:g•»*v^-^T 
f * «»: ? c «tt $ n fc «^ $ n * * * )utfft#-r z> © 

[0 0 3 6] feePS^ + ^WJiTv^'J y **-Bt^ 

-r 5 r n ?>©£&#«&& £..£5.® i:t»-?\ 
Lfca^x&iig£ftc<v^£:£Tgi!fc-ra©-e. *smm 

SE-TSdiitf-etSo ^;u-^ii«©#H^«, "f ^ 
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J:-e*©M^:£©*li&BiE1fc«£»3S-f *„ «"TBIiEti9 

5 r> t&mm&%iz «fc o -c&fflsna r n tn < *ne>© 

-? tr^^©m^=SrSc^ L <fc -5 i:l**2>#£=tttffim. 
r*»*cj Sc^* 5 feS©-C. *8tAIHI*fcl*f/W 

[0 0 3 7] &mmm%\*. EI2CHLTaH<EL;tfc© 

^ciffll?>nTv^Si6>^fctt^•e|g5l^nfc^^-■^4^- 

^ttffiScw-g-SK^^SEWr^o *©J:-5C3 5 y b 

snfc^y y *#-© 1 o^^jcc-rs^-/ 1 ; * 

t&Z. 3 oA>©iltSa©#- : SrT^T©Ba^ 

[0 0 3 8] BIT-gigii** h 

/ u x © ^ >v - -f rei -ca^ & BtE-r fc «> © wstt <c -b 

•y x -f >^$r^-T 0 BI7 C^-T <t^fr, l-r)©H^^ 
^-/7^-i?t6 10i:Lti< o VfiBIiElf^^ 
jgS-tt^l ©M^fi^^-rv^.-^* 6 1 0££c 
^©ftfe©*^-, 7>^A^cK^*^ i /;U-^ , v*- 
6 1 0t LTMJns, ^-^7*-i>t6 1 

oti, ^fitam^^ + ^^i-eit^^^teK^e 1 

2. 6 1 4*5«kt;6 1 6C*«rBK«»+C^/P-^ 
y?* .©n 5 -y h ^ > h tfcli-^nSA-WAT* 

ij , y ^^-Tiifw^MBiEit^^is^-r^c H7t-^-r 

<tfe©^»#6 2 2, 6 2 4*3^:^6 2 6ri>#& 

•mtitmmfei- + * ;w±©r^x ©iaig«:«iai-r & 3 ^ * ? 
■et, *©j:-5&;i£«©&£^S£n£a!{i©»:, -r* 
t5*»^feK«*©&fciti?-rsr i:A?-et-s©-c, -t© 

[0 0 3 9] El 8 Circ-f <fc-?C, #H«*6 12,61 
4*iJ:tJ f 6 1 6tt^-y?*-^t 6 1 0A»£.©BIE 
Sk*1*«CJ6»UT, ffiffi|5g^^ + *^±-C^©K^ 

gt©A7' i J ^+-M53? -y b * y b ^-tn-Fn^ 
*-r s -t ©m^* i *© wbieis^ n^nscin-r 
So ine.oMB^-7'7*-i'+ 6 i oi:ftfe©-& 
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i*H«*6 12.61 1 6^M*t3J:oTS 

12,61 4*5J:l/6 1 6te, ^^U- 

^^-^v^~>?6 i o^<D#>r y h y-#-f y hjgg? 

^rfr^o #Wffi:t6 1 2> 6 1 4*3^1/6 1 6teS o c 
ke tLayer /T ransport Layer 
Security (SS L/TLS) fcifflDrfW > h V 
V b^r-^ft^o h 3;v-e^w-:7*?*--^* 6 

7*-$;+6 10ttHff*6 12, 6 14*5J:i/6 16 

(9n tf-Sr-^A^o rn£<7)*-ti:. ^V-^v^-i; 
6 1 0*5<ktfte©H«*6 1 2. 6 14*5^1/6 16 

[0040] Sft622, 6 2 4^3J:t;6 2 6lifn 

fctz)"C. ^--/7^-i;t6 i oii^-^li+t: 

^»H«*i:LTa»#6 2 2, 6 2 4 fccfctf 6 2 6 £ 
•BUL&V^ L^ot, SW6 2 2, 6 2 4*><£U f 
6 2 6(i^-^7^-^+ 6 1 0 fc^teHBU > ^_h"C 

&l^;i*:Kft6o Z.(Dffim. ^»t6 2 2, 6 2 4*5cfc 
1/62 6tt^-/7^-^^ 6 1 O&Jztf-f ^TOfife 
0^*^-6 1 2. 6 1 4*5<fctf6 1 6«r#tf^jfeM«* 

3>li7f^S400^5)tt$0, 7r^S410 
Kit*, tlt^-^MMcofc*!)©^-^* 
-^ttflRSnSo Xry^S420t, 
* - *J + teffiBR^*- -v * A/±T*no*OTMEt(MMr 
^--/©HI«#*r*aT4. J: **ttB 

SEft®^i/;v--/v^-^-v(rj>/N 0 -/ij y ^ 4=- - © ^ >f ^ 

i^hi:tS:k*-CtSo 7fy^S430-C, 

- ~f t * - s> * ©fP«TBIEflMB«:S«-r 4#H«*tt* 

n^WBEfU 38 £ 7 v * - V * $5£Tf{fo<D§${& 

[0042] ^ry^S440t, 
IT, »WBIE«HI'* > K:««Lfc^ry y^4r-<D^-f 
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V b*-£&£3Sfrf &<> tfl)J:ift^nF3 
* fc *Ou- 7 v * - * ^^-^©aftHft i: 
©H"C*>f V b y-*-f > M«#<t*3J:i/BlEf-^*^ 

[0 0 4 3] +*fl^;u-y-eii, H«#oapAfcJ: 

M(i^-^^-$; + 6 1 0i:t(,i:±Et»i:fc 
2 SM^n h 1 o£{££§ LT*tl&&*mM. 

20 & 0 :n(i^-y7*-^t6iod^>fvh7-!}? 

Oh H«*i: h t c JWB >- * 

U«y b*-£^3:LTl^(&^fT^ £#T££ 0 
[0 0 4 43 HI ltt*v h7-^«ftl-e*ir/W 

x©^-^MTa«*BSE-r«»j©****«-r*7 

[0045] t^U->3Vli7fy/S500tteS 

ffiBPR^^^^SrffifflLT^U-^BafiR*^, Di 
f f ie-Hel lma n/N°^y y ^m^<Dzi 
>b&£\ *ft<D»ltrBE1lMB&*a?-*o ^x-y^S 

5 2 0-c, as?snfc^--^#-ss«i*/a h u)v?tm 

if f ie-Hel 1 manAVU y ^ffiSrli* 

u*y h^r-o«$:5Tfits:i: 
«r"rtBfc-r*. ^-^CDH«#HI©S3ED i f f i e 
40 -He 1 lman*-J*m:ttftSSo 

[0046] g!*P£> 2 S**D i f f i e — H e 1 1 m 
an*-«»kH»f:, U v b #®£<*n*fg, 

^^-^©M«#ttttA"C*4. Lfc^-pT, ttSDi 
f f i e - He 1 1 man(:S^< Ztih0)7u h ^ )V 

[0 0 4 7] ttBRe^ + *^±"CSE*Snfc*«rBBE 
»*C*0M«#»5:v^K:BliE-r*r fc#-e**©^ 
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f ie-Hellma n/^'J :?ft£G5/8 LT^- 

Otit*, ^Cl^BfE^te©*^-^ VttHS-fcO, 
**fc»«fcttfrT*::i:a*«rtec**. 
[0 0 4 8] -fcy-> a Vtftti ofc^TftlALfcH^ 

5. 

*. 

[02] ##&WC£**U8xA>f ^fc^-TH"?**,, 
[03] *WJPiC£*a«ftBffit-<5fc«>©2f8c©-7 
o — + — h T$>Z><, 

[04] *3£iEtrJ:£a^£BSET£fctf>©;S2fe©:7 
[05] *»MCJ:*afflr*BiE-r*fc»©36rjSfe©7 



a— ^ + — h-CJbS, 

[06] *S5WCJ:*aflr€:8SE-r«fc«)©*«fe©7 
n— ^ + — h"CS>So 

[0 7] *»WC«fc4fWx©^*-?'©aflrBSE 
->XxA£^T0-C&-5„ 

[0 8] *^wcj:5T f A'r^©^;i/-y©a©ssE 
[0 9] *&9nz*zrs*<( x<D?j\y-7<D&mmm 

io [010] *ftWCJ:aa«*Bffi-r*;fc«>©;*tt© 

[011] *ftwcj:*aflr*BaE , r*fc«>©**© 

M© 7 o + - h-C&So 

3 00 ISlg^^^A, 310 flCDiiBfA-f^, 
312 ffi«H3£*-+*/U«««/aS©«, 3 1 4 * 
WJy?Sffi/Ma 320 *2©*S«fOW 

322 (fc«R£*-+**5flr«/aSflMK 324 

±*»';v?Sf»/sii«, 330 &gps^^ + 

20 4 00 i«f;W^, 4 10^Dtyf, 4 2 

0 ^tU. 422 ^^U-fOmf A, 42 

4 *»7^'J 3 4 2 6 WM.r-fV'r-i' 
a 4 28 BaEH, 4 3 0 AtB^-f V*-7 x- 

43 2 ffiefS^f L +^^H'>5'-7x-X, 43 
4 V^-f >?-7x-*, 44 2 &BPg5£ 

* + */usflr«/»flr«, 444 ±*«<; y?&mm 
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